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Review of the current results

Statistics – Clearinghouse function
Infrastructure – Alert function
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Participation

Participation is restricted to teams that are:
Partners of the eCSIRT.net project
Liaisons of the eCSIRT.net project

Any TI accredidated team by default
Any other team by decision of the project partners

furthermore
The Code-of-Conduct must be signed
The related Policies must be accepted
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Type 1 Statistics

(Meta) Information on the Workload
Either a product of human assessment or 
derived from tracking data by IH tools
Characteristic data points:

reports and incidents / attacks
affected systems, persons, organizations
time spent

Reporting ensures authenticity and confidentiality
Access of participating CSIRTs to aggregated data
Subset of aggregated data as
public available statistics
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Type 1 Statistics Form

Monthly 
reporting
Web form
SSL Client 
Certificates
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Type 1 Statistics Form (2)
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Type 2 Statistics

Information on Incidents handled by CERTs:
Information submitting monthly by CERTs for 
closed incidents
Information submitted is based on IODEF 
classification scheme
Reporting ensures authenticity and 
confidentiality
Access of participating CSIRTs to aggregated 
data
Subset of aggregated data as
public available statistics
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Type 2 Statistics Form
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Type 2 Statistics Form (2)
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Type 2 Statistics Form (3)
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Statistical Results: Type 1 (5 Teams) 

0

20000

40000

60000

80000

100000

120000

140000

160000

Apr May Jun Jul Aug

All Reports
Opened Incidents

© 2000-2003 by PRESECURE® Consulting GmbH
Slide 12 

Statistical Results: Type 1 (3 Teams)
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Statistical Results: Type 1 (4 Teams)
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Statistical Results: Type 2 (3 Teams)

Scanning
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Statistical Results: Type 2 (3 Teams)
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Statistical Results: Type 2 (3 Teams)
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Statistical Results: Type 2 (3 Teams)
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Type 3 Statistics

Information on Events on the Internet:
Not necessarily handled by a CERT
Not necessarily a successful intrusion
Submission ensures authenticity (and 
confidentiality)
Gathered and aggregated automatically
Access of participating CSIRTs to aggregated 
data
Subset of aggregated data as
public available statistics
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Sensors for Type 3 Statistics

Sensor is located on not otherwise used system(s) 
reachable over the Internet

HONEYD – to fake system (1 IP address)
Second IP address for reporting

Configuration of detection software
Bootable CD-ROM image (GPL, free)
Configuration floppy (text based files)
Pregenerated public key pair for each sensor

Software
PRELUDE – Network IDS with SNORT rule set
CRYPTO-NTP – to allow correlation

Exchange based on IDMEF
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Centralized Collector for Type 3 Statistics

Services
Crypto-NTP server
PRELUDE Collector
HTTPS protected web access to data

User Access via https and user certificates
Manual key generation and management

Sensor public key pairs
User und server certificates
CD-ROM image
Configuration files
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Type 3 Statistics Access
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Type 3 Statistics Access (2)
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Type 3 Statistics Access (3)
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Attacking Hosts on multiple Sensors

$host> ./attackers_seen_per_sensor.pl –B

# 96240 attacks exist in database.
# alerts from 6 different sensors exist.
# alerts from 13332 different hosts exist.
13012 attacking hosts seen by 1 sensors.
242 attacking hosts seen by 2 sensors.
49 attacking hosts seen by 3 sensors.
23 attacking hosts seen by 4 sensors.
1 attacking hosts seen by 5 sensors.
5 attacking hosts seen by 6 sensors.
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Attack Methods per Host

$host> ./different_attacks_per_host.pl -B

10075 hosts seen using  1 different attacks.
1777 hosts seen using  2 different attacks.
859 hosts seen using  3 different attacks.
71 hosts seen using  4 different attacks.
514 hosts seen using  5 different attacks.
18 hosts seen using  6 different attacks.
9 hosts seen using  7 different attacks.
3 hosts seen using  9 different attacks.
2 hosts seen using 10 different attacks.
2 hosts seen using 11 different attacks.
2 hosts seen using 14 different attacks.
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Our traffic has changed a little
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Alert Function - Status

Cryptographic secure mailing list
Supports S/MIME and PGP
Based on commercial SMTP proxy
Secret key of mailing list for receiving emails
Public keys of subscribers for sending emails

Status
Operational
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Use of the Alert Function

Whenever there is a legitimate interest of the
participating CSIRTs
If the impact can be foreseen and represents
a widespread threat 

e.g. nationwide or international
Communication

Native IODEF objects being send to the 
mailing list
Web form to facilitate common format for 
alerts
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Alert Form
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Alert Form (2)
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Alert Form (3)
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Alerts – Text format
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Alerts – XML / IODEF format 
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Out-of-the-Internet Alert Function

The out-of-band function shall be used only
If the in-band fuction isn‘t available
Or outside business hours / during weekends
Last resort if no other communication means are 
available

Telecommunication application server 
Isolated LINUX server with GNU Bayonne
Caller identification with UID and PIN

Status
Process will be extended based on first test results
Operational
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Outlook for the Alert Function

Further out-of-the-Internet services:
Support of SMS
Automatic FAX distribution to allow transfer of 
large documents

Include teams from other areas:
Live reports from other time zones
Early warning during out-of-hours in Europe
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Scientific Coordinator

Dr. Klaus-Peter Kossakowski

WWW: https://www.pre-secure.de
https://www.pre-secure.com

Email: kpk@pre-secure.de
Mobil: (+49) 0171 / 5767010


